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CORONA VIRUS
SCAM ALERT
WEST YORKSHIRE TRADING STANDARDS NEWSLETTER

West Yorkshire Trading Standards monthly update on COVID-19 related scams.

Vaccine Scams
Warning

bers of
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The NHS has teamed up with law enforcement and security agencies to warn
the public not to fall victim to fraudsters trying to exploit the coronavirus
vaccine campaign. Criminals are claiming they can offer the vaccine at a cost
and asking for personal information that could be used to steal bank details.

Key things to remember

The vaccine is free of charge. At no point will you be asked to pay.
The NHS will never ask you for your bank account or card details.
The NHS will never ask you for your PIN or banking password.
The NHS will never arrive unannounced at your home to administer the
vaccine.
The NHS will never ask you to prove your identity by sending copies of
personal documents such as your passport, driving licence, bills or pay slips.

Safer Internet Day 2021 was this week...
How you can keep your passwords Safe!

1. Dont recycle your passwords! If someone uncovers your reused password
for one account, they have the key to every other account you use that
password for.
2. Longer passwords are better! 8 characters is a starting point... try to include
numbers and symbols if you can!
3. You can save passwords in your internet browser, that way you dont have
to remember them all.
4. Set up a 2 factor authentication system. If thieves do steal your password,
you can still keep them from gaining access to your account with two-factor
authentication (also called two-step verification or 2FA), a security
safeguard that requires you enter a second piece of information that only
you have (usually a one-time code) before the app or service logs you in.

Report scams to Action Fraud:
0300 123 2040

Forward scam emails to
report@phishing.gov.uk

Doorstep Traders seeking to rip off
vulnerable residents in our region
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Reports this month relating to doorstep traders targeting elderly and vulnerable
residents across the region, roofing appears to be the most likely opportunity
that rogue traders are using at the moment. In particular we’ve received reports
in Keighley, where over £300 was paid to traders to for a minor and simple roof
repair, it is believed the work wasn’t even carried out. This method has been also
seen replicated in Halifax, Kippax and Huddersfield over recent weeks. In Mirfield,
a trader took cash upfront from a resident, started some work on the garden and
failed to return to finish the job. From high pressure doorstep sales in the Boston
Spa area, to driveway tarmacking in Bingley, the reports we receive suggest the
work is overpriced and shoddy, with some instances of vulnerable consumers
being taken to the bank to draw out large sums of money.

Thinking of having work done? Here's a few tips...

Check to see if you need permission or approval for any work doing.
Get the contractor’s full contact details before work starts. If you know how to
get in touch, it’s easier to deal with any problems that come up.
Recommendations from friends and family are always best.
If you can’t get personal recommendations from people you know, ask
contractors for references.
Try to get written quotes from at least 3 different contractors before you decide
on one. Comparing quotes will help you decide if you’re getting a fair price.
Check there's insurance in place.
Always try to get a contract in writing before you give the go-ahead.
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We have seen an increase in complaints from consumers
regarding online based retailers. Things such as non
delivery of goods, poor service and faulty goods etc. Not
surprisingly, more & more people are buying goods online,
if something isn’t quite right, know your rights as a
consumer! More information can be found at useful
websites such as which.co.uk , citizensadvice.org.uk &
actionfraud.police.uk

2020 has been an unprecedented year for us here at Trading Standards. As we
enter 2021, we can look back at our data and see the impact Covid-19 has had. In
2020, there were 36% more intelligence reports recorded in the Door Step Crime
category. In 2020, there were 60% more intelligence reports recorded in the
Scams category compared with intelligence in the same categories in 2019.
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Scam Warning :

Car insurance scams: Ghost Brokers

We are warning consumers not to be scammed into buying worthless fake car
insurance policies, it takes just ten seconds to find an insurance scammer known
as a ghost broker. These brokers often target people on social media fraudulently
claiming to sell fully comprehensive car insurance from companies such as
Hastings and Churchill.
Ghost brokers will sell fraudulent insurance policies that never exist, use false
information to secure a policy in someone’s name, or even buy a legitimate policy
only to then cancel it, pocketing the refund. Many of these scam artists also
promise “£50 to refer a friend” to attract even more victims to their scams.

Top
Tips

Only purchase motor insurance from reputable sources.
Policies can only be purchased direct via the website or telephone.
Official social media accounts on major platforms have a blue tick,
So avoid those accounts that don’t have one.
Steer clear, if a ‘Broker’ only uses a mobile number or has no
business premises or uses personal sounding email address (i.e. no
company affiliation).
Ask yourself if the deal appears ‘too good to be true’, does the
website or social media page appear reputable?

How to check you’re not a victim:

Check if the Broker is registered with FCA and/or BIBA. Check your
details with the insurer you have been informed you are insured
with. Check if your car is insured online via www.askMID.com

Past issues of our news alert can be
found on the West Yorkshire Joint
Services website. Just look for the
Trading Standards Service and
Covid-19 resources page.

For information about SAFER
online workshops contact
safer@wyjs.org.uk

@wytradstandards

Regular updates can also be
found on:

@SAFERProject

Report to us:

Mailbox to deal
with reports of Covid-19 Scams in West
Yorkshire:
Covid19.Scams@wyjs.org.uk

Fraud Awareness Training

We are embarking on a new fraud awareness
training programme for professionals. To
register your interest please contact
wyfeatreferrals@wyjs.org.uk

Report complaints to Citizens
Advice Consumer Helpline:
0808 223 1133

